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DIGITALIZATION OF THE BANKING SECTOR OF KAZAKHSTAN: CHALLENGES AND
OPPORTUNITIES

In the context of the active digital transformation of the economy, the banking sector of Kazakhstan faces new
challenges and opportunities that affect its sustainability and security. This article examines the key aspects of the
digitalization of the banking sector, as well as its impact on the economic security and financial stability of credit
institutions. The main focus is on the analysis of the impact of digital technologies on the strategic development of
banks, risk structure, customer behavior patterns, and competitive environment.

Using the methods of comparative analysis, logical generalization, and systemic and structural approaches, both
the international experience of the digitalization of the banking sector and the specifics of the development of digital
initiatives in Kazakhstan are analyzed. Particular attention is paid to the practices of implementing digital platforms,
mobile banking, artificial intelligence, big data systems, and blockchain technologies.

The study identifies key digital trends driving the transformation of banking and shows how digitalization can
drive financial inclusion, optimize internal processes, and improve customer satisfaction. At the same time, it
highlights the risks associated with digital transformation, including cybersecurity threats, legal and regulatory
challenges, and social and ethical issues.

Based on the analysis, recommendations were developed to ensure the sustainability of the banking sector in the
context of digitalization, including the need to improve public policy, implement comprehensive risk management
systems, and develop human resources. The results obtained are of practical significance and can be used to formulate
strategies for the sustainable development of the banking sector in Kazakhstan.

Keywords: bank, banking system, artificial intelligence, commercial bank, digitalization, digital transformation,
digital economy
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Introduction. In the context of rapid technological progress and transformation of consumer behavior,
active digitalization of banking services is taking place. This process is accompanied not only by the
emergence of new opportunities but also by an increase in vulnerabilities, which necessitates a rethinking
of approaches to ensuring the economic security of financial organizations.

The relevance of the topic is due to the need to develop effective risk management strategies and
sustainable development of banks in the context of digital transformation. Issues of regulatory control,
information security, adaptation of infrastructure, and increasing customer confidence are of particular
importance.

The purpose of this study is to identify mechanisms for ensuring the economic security of the banking
sector in the context of digitalization, as well as to formulate proposals aimed at reducing risks and
increasing the sustainability of financial institutions.

In accordance with the stated goal, the article solves the following tasks:
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1) analyze modern trends in the digitalization of the banking sector at the global and national levels;

2) identify key threats and risks accompanying digital transformation;

3) propose measures to improve the efficiency of digitalization, taking into account the sustainability
and security of the banking system.

The methodological basis of the study was formed by methods of analysis and generalization of
scientific literature, statistical analysis of financial stability indicators, as well as a comparative study of
domestic and foreign experience in implementing digital technologies in the banking sector. The methods
used provide scientific validity of the conclusions and allow us to offer practical recommendations for
further improvement of digital processes in the banking system of Kazakhstan.

The hypothesis of the study suggests that the digitalization of the banking sector, subject to effective
risk management and an appropriate regulatory framework, contributes to strengthening economic security
and increasing the sustainability of the banking system of Kazakhstan.

The methodological basis of the study includes:

-analysis and generalization of scientific literature and cases of implementation of digital technologies
in the banking sector;

- statistical analysis of financial stability indicators;

- a comparative study of international and domestic experience in the digitalization of the banking
sector."

The study will develop recommendations for optimizing digitalization processes in banks, aimed at
increasing their resilience to constant threats and improving customer experience. The results may be useful
both for commercial bank executives making strategic decisions and for specialists involved in the
implementation of digital products and risk management.

Literature review. The banking sector's digitalization is key to the financial industry's global and
national transformation. This area is actively studied in global practice, but approaches and results vary
depending on the country's conditions and the degree of development of the digital infrastructure.

One of the significant contributions to the international theory of digitalization is the work of S. Aidi
and M. Roger [1], which argues that the introduction of digital technologies in the banking sector improves
customer experience and increases operational efficiency. This opinion reflects the general trend on the
global level, but for Kazakhstan, this topic requires a more detailed study, taking into account the specifics
of the national economy and banking system, especially in the context of insufficient digital infrastructure.
However, this approach, in our opinion, does not sufficiently take into account the specifics of developing
countries, where infrastructure limitations can significantly slow down this process. Research by Rhodes
and Schwartz [2] emphasizes that changes in banks' business models also require adaptation of risk
management strategies. In the context of Kazakhstan, this problem is particularly relevant, since many
banks in the country face difficulties in implementing modern technologies and the need for appropriate
regulation to ensure the security of operations.

The works of Klaus Schwab [3], in turn, draw attention to the need to integrate cybersecurity into
digital transformation processes. However, these studies, although emphasizing the importance of data
protection, do not offer specific solutions that could be applied in practice in the banking sector of
Kazakhstan, where cyber threats and data protection issues remain at a low level due to the lack of adequate
infrastructure and regulations.

Among Kazakhstani studies, the works of Bekmukhanova and Zhakupova [4] stand out, focusing on
the role of government initiatives in supporting the digitalization of the banking sector. However, these
studies mainly focus on theoretical aspects and do not sufficiently consider the practical effectiveness of
these initiatives, which limits their practical significance for banks seeking to implement innovative digital
solutions.

A study by Zhanar Seitkhanova [5] highlights the importance of cooperation between banks and IT
companies in creating digital platforms, which is a topical issue for the development of the Kazakh banking
system. However, as in other studies, insufficient attention is paid to the risks associated with such
partnerships, including issues of data security and legal liability of the parties.

The work of A. Aubakirov [6] examines local banking in Kazakhstan, which is directly related to
increasing financial accessibility and inclusiveness. However, this analysis does not take into account
possible problems of implementing local digital solutions and their integration into the general banking
system, which is important for assessing the sustainability of these initiatives.

I. Makhmutov [7] focuses on cyber threats and data security, which are becoming an integral part of
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the digitizing process. However, the study does not offer specific recommendations for adapting regulations
and regulatory mechanisms, which complicates the practical application of the proposed approaches.

Thus, despite the significant contribution of existing studies, it is important to note that most of them
do not provide sufficient information on the specifics of the digitalization of the banking sector in
Kazakhstan, especially in the context of its sustainability and security. In particular, little attention is paid
to the creation of a regulatory framework and the real risks that banks face in the process of digital
transformation. In this study, we will seek to fill these gaps by offering recommendations for ensuring the
economic security of banks in the context of digitalization and analyzing the effectiveness of measures
already taken at the level of the state and banking institutions.

Main part. The transition to a digital economy has a transformative effect on the banking sector,
which causes active discussions in academic and business circles. One of the central issues is the role of
information technology in changing the architecture of the banking business. Researchers [8] draw attention
to the growing dependence of banks on external IT companies, which create platforms and become the
main operators of economic value, while the banks themselves are gradually losing their functions as direct
producers of the digital financial products. This trend makes the banking sector vulnerable and requires a
revision of traditional models of service management and building customer relationships.

Other researchers [9] focus on the technological gap between Kazakhstan and leading countries in the
field of digitalization. This gap is especially critical in the context of the banking system, where the
implementation of digital solutions requires not only technological but also institutional adaptation.

Analysis of current trends confirms the active digitalization of the banking sector of Kazakhstan. Thus,
from 2019 to 2023, the number of active online banking users increased by 4.6 times, which confirms the
high level of demand for digital financial services (see Figure 1). The growth is explained not only by the
improvement of the digital infrastructure but also by the targeted state policy to support non-cash payments
and fintech services.
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Figure —1. Number of active online banking users, million.
* compiled by the authors based on their own research.

In parallel, the fintech market is rapidly developing in Kazakhstan: the number of startups has
increased from ~50 in 2018 to more than 200 in 2024, while fintech has become a leader in attracting
venture capital and is actively integrating into the banking ecosystem through partnership models (see
Figure 2).
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Figure — 2. Number of fintech startups in Kazakhstan
* compiled by the authors based on their own research.

Taking into account demographic factors (average age is 30 years old, 62% are aged 15 to 64 years
old), Kazakhstan has a high potential for digital consumption. According to PwC estimates, electronic
means of payment will account for 12.6% of total retail sales in 2023, and this figure has a steady upward
trend.

However, digitalization is accompanied by several challenges: limited access to intellectual resources,
dependence on external outsourcing, and the outflow of IT personnel negatively affect the sustainability of
the technological development of banks [5, 7].

The peculiarity of the Kazakhstani digitalization model is the active role of the state. Unlike market
economies, where the private sector leads in innovation, in Kazakhstan it is state regulators that set the
strategic vector of digital transformation. This reduces the risks of systemic instability but slows down
adaptation to global technological trends.

Digital transformation covers key initiatives in the banking sector: increasing operational efficiency,
improving customer experience, and expanding the availability of financial services [9]. At the same time,
about 70% of risks arising in the digital environment are related to the storage and transmission of data. As
a result, 22% of banks worldwide are already spending more than a quarter of their budget on the
digitalization of risk management systems—this is an important indicator of the prioritization of
cybersecurity in the financial sector.

International experience (e.g., Malaysia, Thailand, Indonesia, Philippines, Vietnam) demonstrates the
effectiveness of operational risk diversification as a competitiveness factor. Thus, Indonesia and Thailand
have seen a steady increase in profitability and improved risk management. Chinese studies also confirm
the positive effect of diversification—growth in market share, increase in non-interest income, and net
interest margin.

This allows us to draw a practical conclusion: diversification of assets and income, combined with
digital solutions, strengthens the resilience of banks in a volatile environment.

Digitalization is driving the use of new technologies such as blockchain, cryptocurrencies,
crowdfunding, and hybrid service models, which requires banks to adapt their business models. An example
of a legislative initiative in this direction is the PSD 2 directive, which is aimed at developing electronic
payments and open banking.

However, the pace of digitalization varies across countries, from 89-93% of online banking users in
Scandinavia to less than 7% in Eastern European countries. Kazakhstan has seen significant growth in
mobile and contactless payments, P2P services, and digital mortgages, but barriers remain related to the
digital illiteracy of the older generation and limited user adoption [10, 11].

Research by Banker, Chen, Liu, and Ou (2009) shows that online services do not always lead to sales
growth, despite their cost-effectiveness. This highlights the importance of a balanced approach—
maintaining offline channels as a supporting element of the strategy [12].

In the context of Kazakhstan, the key areas of digitalization are cybersecurity, mobile and digital
payments, artificial intelligence (Al), digital mortgages, and improving user experience. These priorities
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are in line with global trends and can be implemented taking into account local specifics through public-
private partnerships and international cooperation.

In conclusion, successful digital transformation of banks requires a systematic approach: risk
diversification, sustainable IT infrastructure, personnel readiness, and strategic planning. Only if these
conditions are met simultaneously is it possible to move from formal digitalization to a real improvement
in the quality of financial services and the sustainability of the banking system in Kazakhstan.

Conclusion. Digital transformation of the banking sector is an integral part of the current stage of
economic development and requires a strategic approach from all participants in the financial system. The
study indicated that the introduction of digital technologies has a complex impact on the structure,
processes, and business models of banks, creating both new opportunities to improve the efficiency and
availability of services and serious challenges in the fields of cybersecurity, regulation, and adaptation of
the client base.

The specifics of the digitalization of the banking sector in Kazakhstan demonstrate the importance of
state participation, regulatory support, and the development of local IT initiatives. Kazakhstan's experience
confirms that the sustainability of digital transformation largely depends on the ability of banks to adapt to
external technological changes, invest in digital infrastructure, and take into account the needs of different
age and social groups of clients.

The practical significance of the results of this study lies in the formulation of key areas for developing
an effective strategy for the digital transformation of banks: the development of cybersecurity, the use of
artificial intelligence, the introduction of digital mortgages, and the strengthening of partnerships with
fintech companies and international organizations. In the long term, this will increase the competitiveness
of banks and ensure the sustainability of the financial system in the context of the global digital economy.
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Kyayoexosa A. K., IHlanosa O.A., CmoabsinnnoBa C.®., Ken:kebaena 3.C.
KA3BAKCTAHIAFbI BAHK CEKTOPBIH HU®PJAH/IBIPY: KUBIHIBIKTAP MEH MYMKIH/JIKTEP
AHJaTna

DKOHOMUKaAHBIH OeyiceHi nudpiblk TpaHchopMaiusacel xaraabiHga Ka3akcTaHHBIH OaHK CEKTOPBI OHBIH
TYPaKTHUIBIFBI MEH KaYIICI3/iriHe acep eTeTiH KaHa MIHIeTTep MEeH MYMKIHJIKTepre Tar 0ok OThIp. byt Makanana
0aHK CEKTOPBIH MU(MPIAHIBIPYABIH HETI3T1 acHeKTijepi, COHMali-aK OHBIH HECHENK YHBIMIAPIbIH YKOHOMHUKAIBIK
KayiIci3miri MeH KapKbUIBIK TYPaKTHUIBIFBIHA dcepi KapacThIpblIFaH. Heri3ri Hazap nu@pibIK TEXHOIOTHSIIAPIBIH
OaHKTEpIiH CTPAaTerWsIBIK [OaMyblHA, TOyeKeNl KYPBUIBIMBIHA, KIMEHTTEPIiH MiHE3-KYJIbIK YiATiIepiHe >KoHe
0aceKeNIecTiK opTara 9CepiH Tajjiayra OarbITTalFaH.

CaspIcTBIpMaIIBl TANJAY, JIOTHKAJIBIK JKaJIIbUIay, KYHeTiK ®KoHe KYPBUIBIMIBIK TOCUIep 9JIiCTepiH Makganana
OTBIPBIIN, OaHK CEKTOPBIH U (PIIaHIBIPYIBIH XaJIbIKapaiblK TaxipuOeci e, Kasakcranaarsl nu@pIblK 6acTamanapiabt
JIAMBITY epeKIIenikTepi ae Tanmanasl. CanablK miathopManap/pl, MOOMIbII OAHKUHITI, )KaCaH bl HHTEUIEKTTI, Big
Data >xyiienepin xaHe OJIOKYEHH TEXHOJIOTHUSIIAPEIH SHT'13y TaXiprOeciHe epeKiie Ha3ap ayapbuIajbl.

3eprTey OaHK iCiH TYpJICHIIpyTre TYPTKi OOJIATBIH HETi3ri HUQPIIBIK YPAICTEP/Il aHBIKTa/Ibl XKaHE HU(PPIAHIBIPY
KAap)KbUIBIK HMHKJIIO3MSHBI, 1MIKi MPOIECTepi OHTAWIaHABIPYIOBl JKOHE KIHEHTTEpiH KaHAFaTTaHYbIH Kayail
apTTHIPaTEIHEIH KepceTTi. CoHpIMeH Oipre, Ha3ap IM(PIbIK TpaHchopMalmsara OailIaHBICTEI TOyEKeAepre, COHbIH
immiHge KnoepKayinci3aikke Kayin-Karepiiepre, KYKBIKTHIK KOHE PETTEYIII Mocelesiepre, COHIal-aK oIeyMEeTTiK JKoHe
STHKAJIBIK aCHEKTiNIepre ayIapbuIabl.

Tanmay Herizinae nudpraHabpy KarJalbiHIa 0aHK CEKTOPBIHBIH TYPAKTHIIBIFBIH KAMTAMaChI3 €Ty OOMBIHIIIA
YCBIHBICTap 93ipJeH[i, OHBIH INIiHIE MEMJIEKETTIK CcascaTThl JKEeTUIAIpY, Toyekenmepli OacKapyAblH KelIeHI
XKYIeIepiH eHri3y, KaaApJblK pecypCTapibl IaMbITy KQKET. AJIbBIHFaH HOTHXKEJIEP/iH MTPaKTHKAJIBIK MaHbI3bl Oap jKoHe
onap KazakcranHbIH 0aHK CEKTOPBIHBIH TYPaKThl JaMyBIHBIH CTPATETHSIAPBIH KAJbIITACTHIPY YLUIIH Hali1a1aHbLTy bl
MYMKiH.
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Kyay6exoBa A.JK., IlanoBa O.A., CmoabaHunoBa C.®., Ken:xxedaesa 3.C.
INPPOBU3ALINSA BAHKOBCKOI'O CEKTOPA KA3AXCTAHA: BbI3OBbI UBO3MOKHOCTH
AHHOTALUA

B ycnoBmsix akTuBHOH 1uppoBOii TpaHCchopMaIiu SKOHOMUKN OaHKOBCKHH cexTop Kasaxcrana cTamkuBaeTcs
C HOBBIMH BBI30BAMH U BO3MOKHOCTSIMH, BIIHMSIOIIMMH Ha €r0 YCTOWYHMBOCTD M Oe30macHOCTh. B Hacrosei craTbe
paccMOTPEHBI KITI0OYEBbIE aclIeKThl HU(PPOBU3aMU OAHKOBCKOH c(ephl, a TakxkKe e€ BO3/IeHCTBIE Ha 9KOHOMHYECKYFO
0e30macHOCTh ¥ (PMHAHCOBYIO YCTOMYMBOCTH KPEAWTHBIX OpraHu3anuii. OCHOBHOE BHUMAaHHUE Y/EJICHO aHAJIU3Y
BIIMSIHUS LIM(PPOBBIX TEXHOJOTHI Ha CTpaTerMyeckoe pa3BUTHE OAHKOB, CTPYKTYPY PHCKOB, KIMEHTCKHE MOJEIH
MOBEJICHNS U KOHKYPEHTHYIO Cpeny.

C ncnosib30BaHNEM METOIOB CPABHUTEIBHOTO aHAIIN34, IOTHIECKOr0 0000IIEHNS, CHCTEMHOTO U CTPYKTYPHOTO
MOAXO0B IPOAHATH3UPOBAHBI KAK MEXXIyHAPOIHBIN OIIBIT IIM()POBH3ALUHI OAHKOBCKOTO CEKTOPA, TAK H 0COOCHHOCTH
pasButust nudpoBbIXx MHUIMATHB B Kazaxcrane. Ocoboe BHHUMaHHME YJEJCHO NPAaKTHKaM BHEIPEHHS LU(POBBIX
wiat¢opm, MOOMIBHOTO OaHKHMHTA, HCKYCCTBEHHOTO MHTEIUIEKTa, ciucTeM Big Data u 610K4eifH-TeXHOIOTHil.

B pesynbrare TpOBEAEHHOTO WCCIICIOBAHUS BBIBICHBI OCHOBHBIE LH(POBBIE TPEHIBI, OINPEACIAIONINE
TpaHcopMmanuio OaHKOBCKOH MAESATENBHOCTH, a TAaKXKe MOKa3aHO, KaKUM 00pa3oM IH(pPOBHU3ALUSI CIIOCOOCTBYET
pocty (HMHAHCOBOI MHKJIIO3MM, ONTHMHU3AIMM BHYTPEHHHUX IIPOIIECCOB W TOBBIMICHHIO YPOBHS KIHEHTCKOIl
YIOBIETBOPEHHOCTH. B TO ke BpeMs akIEHTHpyeTCs BHMMAaHHE HA PHUCKAX, COMPOBOXKIAIOUIMX LU(PPOBYIO
TpaHcdopManuio, BKIOUYask yrpo3sl KHOepOe30macHOCTH, MPABOBBIE M PErYJISITOPHBIE BHI30BBI, @ TAKXKE COL[HATbHBIC
U 3TUYECKUE aCIIEKTHI.

Ha ocHoBe aHanmu3a BBIpaOOTaHBI PEKOMEHAAIMU IO OOECIICUCHUIO YCTOHYMBOCTH OaHKOBCKOTO CEKTOpa B
YCIOBUAX HI/I(I)pOBI/ISaHI/II/I, BKJIKO4as H606XO[[I/IMOCTB COBCPUICHCTBOBAHUA FOCyﬂapCTBeHHOﬁ TMOJIUMTUKH, BHEAPCHU
KOMIUIEKCHBIX CHCTEM YIPaBJICHUSI PUCKaMH, a TAKKE Pa3BUTHA KaApOBOTro moTeHnuana. [lodydeHHsie pe3yibTaTsl
00J1a1a10T MPAKTHYECKON 3HAYMMOCTBIO 1 MOTYT OBITh MCIIOJIB30BAHbI I (POPMHUPOBAHUS CTPATETHI YCTOHIMBOTO
pa3BuTHst 6aHKOBCKOM cepsl B Kazaxcrane.

— ENSGR—
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